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Golfing Through The Ages r\

Humans have been doing more with less since we started doing things \\_

Computer Examples:

\

- Sizecoding -
- Demoscene
- Code Golf

- Binary Golf




Sizecoding
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Code Is Data, Data ls Code - Vil : o o

Utilizes programming tricks and plo’rform y
quirks e

http://www.sizecoding org/wikifMain_Page

; SR e 2o 32 Byte x86 Game Of Life
httpi/ Iwww.sizecoding.org/wiki/Game _of . e

Life_32b b7

add al, [si+bx+156]
dec bx

jnz C

mov al,[si]

stc

rer al,cl

jmp short X-1




Demoscene

Originated in ’rhe sof’rwore crockmg sc:ene

‘Tlny oud|o / V|suo|I poyloeds ’rogged releases

Demos are ’ryplcelly 4KB or Iess \' e

h’r’rps://www.poue’r.nef l -

A

‘7A_bsolu~‘re Terrifory - Prismbeings (4KB)

Freespin - Demo for C64 1541
floppy drive (also has a 6502 "))

puls - rrrola (256 bytes) .



C, (14 + 15) = 29 byte source, 17,179,875,837 (16
GB) byte executable

Cod e Go I f Thanks to @viraptor for 6 bytes off.

Thanks to @hvd for 2 bytes off and executable size x4.

This defines the main function as a large array and initialises its first element. This causes GCC
to store the entire array in the resulting executable.

C reOTI ng 'I'he Sho r'I'eST pOSSI ble prog rom 'I'hO'I' / Because this array is bigger than 2GB, we need to provide the -mcmodel=medium flag to GCC.

The extra 15 bytes are included in the score, as per the rules.

solves a specific problem. ——
Don't expect this code to do anything nice when run.

https://codegolf.stackexchange.com

gcc -mcmodel=medium cbomb.c -o cbomb

$ cat endohl.c
# includ Fluid- #
: !fﬂ:%uge Stk : It took me a while to get round to testing @hvd's suggestion - and to find a machine with enough
¥ ;2‘;““@ Seonpiex.he " juice to handle it. Eventually | found a old non-production RedHat 5.6 VM with 10GB RAM, 12GB
: ;’;l’ : swap, and /tmp set to a large local partition. GCC version is 4.1.2. Total compile time about 27
# gl # minutes.
# ( #
# Lx=1- w)dplile=u*/
b al w=0,d; int x,yschar b/ #% Due to the CPU and RAM load, | recommend against doing this compile on any
## */[6856]="\x1b[2]" int main  (){/** ## ¢ i
## */for( > 2 4[4 remotely production-related machine
## K et Tl Vil - ]
[1]%/* ##
THy-%

y =
$ gec -Wall -I) -pedantic -D_BSD_SOURCE -std=c33 -DG=1 -DP=4 -D¥=4 endohl.c -o er rl Pe” * 17y agt
dohl -1m -
§ ,/endohl < endoht.cll mr chromatic

Fluid by endoh (IOCCC) - A MUST WATCH
https://www.youtube.com/watch?v=QMYfkOtYYlg

Stop with the Perl golf already!



Minification

Minification is @ proc’rlcol oppllcohon of gohc
specifically JovoScrlp’r and GEg

Minified code decreoses ’rhe omoun’r of
space the text needs fo occupy whichis
useful to reduce ’rhe omounT of bondW|dTh o

web server uses.

/

H @==b||r. is&ptyﬂbject(d)) (a.nodeType’a[this.expando] (] althis.expando])}},hasData: function(a){va
AD\WAWIF N EI\WAWI $\1) 5/, 2=/ [A-Z) /g; function $(a){: “true"==-a| |"false" |==ais("null"==a’null:a==a:""7+a:Y. test
.replace(Z,"-$&") . toLowerCase(),c-a. geuttrxbute(d),"strm" e){trd{e=s(c)} (e){}X.set(a,b,c)} c
(a,b,c){ X.access(a,b,c)}, removeData: function(a,b) {X. raove(a,b)},_data:functxon(a,b,c)( W.access(a,b,c)},
is[e],g-fiif.attributes; |1 ( @-—a){!1(this.lengthii(e-X.get(f),1-f.nodeType': W.get(f,"hasDataAttrs"))){c-g.
d,eld])));W.set(f, "hasDataAttrs"”, 18)} e} “object™ f arthis.each(function(){X.set(this,a)}):T(this, fun
) c} this.each(function(){X.set(this,a,b)})},null,b,arguments.length>1,null, !8)}, removeData: function(a){
8) b=(b| |"fx")"queue",d:W.get(a,b),cii( d| |Array.isArray(c) d"W. access(a,b,r makeArray(c)) :d.push(c)),d [!}.
,b),g=function(){r.dequeve(a,b)};"inprogress"--eii(e-c.shift(),d--),es (" fx"==biic.unshift("inprogress”),

W.get(a,c)| |W.access(a,c,{empty: r.Callbacks("once memory").add(function(){W.remove(a, [b+" ue",cl)})})))),r 1r|
length<c’r.queve(this[e],a) @===b7this:this.each(function(){var c=r.queue(this,a,b);r._queueHooks(this,a),"fx"

. tion(){r.dequeue(this,a)})}, clearQueue: function(a){: this.queue(a] |"fx", [1)},promise: function(a,b){var c,d=1,e=r.
.f ali(b-a,a 0),a-al ["fx"; (g--)c-W.get(f[g],a+"queuveHooks™) , ciic.emptyii(d++,c. Qty add(h)); h(),e.pro
Y+=1)=])("+aa+") ([a-2%]*)$", "1") ca=["Top","Right", "Bottom","Left"],da-function(a,b){ a-b| |a,"none"~=-a.style.dis

a-function(a,b,c,d){var e,f,g={}; 7or(f in b)glfl-a.style(f],a.style[fl=bif];e-c.apply(a,d| | [1);7or(f in b)a.stylelf]-g

a4 r.css(a,b,"")},4-h(),j=ciic3] || (r.cssNumber[b] ?"":"px"),k=(r.cssNumber[b] | |"px" !-=jis+i)iiba.exec(r.css(a,

(f=h()/1)661 | ==f g)} cii(ketk! | +d]0,e-cl1] 7k+(c[1]+1)+c[2]): +c[2],d(d.unit-],d.start-k,d.end-e)) ,e}var ga

,_ndChild(c.createElement(d)),e=r.css(b,"display"),b.parentNode. removeChild(b),"none"-==eii(e-"block") ,gald] -e,e) } functi

b7 ("none"~==cii(e[f]-W.get(d,"display”) | Inull,elf] || (d.style.display-"")),""~d.style.displayiida(d)(e[f]=ha(d))) :*

splay-e[fl); a}r. fn.extend({show: function(){ ia(this, 10)},hide: function(){ ia(this)}, toggle: function
his).show():r(this).hide()})}});var ja-/"(7:checkbox ranio) / Jka=/<( [a-z] [*\/\@>\x20\t\r\n\f]+)/1,a=/"$|\/(2:java|ec,
"</table>"], col: [2,"<table><colgroup>", "</colwroup</tabl tr [2,"<(ablo<tbo¢y>", </tbody></tahlc>"] td [3,"<table

m= $fnntime calarmin e rantinnima thasd ma thome An nela ) fumr -

~ Minified Javascript

html body argin:9;padding:9;backgr
1t-size: ;color:rgba(
id o r: tp,ol,ul '
1 y ‘no } g la{color:
er{margin: iuto;width: form label{di
in-bottom:. }form .submit{margin top: ; Line
m input.text,form select,form textatea (] ele
;disp L!;:g'ur ;border:0;background: :F
iborder-radius:. imargin: ;padding:
. rgba(v, ", ", ) ;border:solid rgba(v, -,
ease-in-out;-webkit-transition:all . ease-in-
‘ase in-out; -ms-transition:i'l ease-in-out;trans
1t-size: ;outline:0}form input.text: ,form se
box shadow ;background: }fc
fOI m .formerize-placeholder{color: fC
er{color: form :-moz-placeholder{c
z-placeholder{color: }form :-ms-1nput-

Minified CSS



Reduced Instruction Set*JS"

Uses standard features ond quwks of
JavaScript to consfruc’r omy elle} Jovoscnp’r
code from JUST 6 choroc’rers A

JSFuck []()!'+

six different characters to write and execute code.

It does not depend on a browser, so you can even run it on Node.js.

Demo: jsfuck.com

By @aemkei and friends.

Example

The following source will do an alert(1) :

[T AT A S AT R R R DA B T B L A TR D A QA A G A A F (AT
=IO R [ B [TE R R CRU I E D RN EC I CERIE M) [EM 1 O AT
DI+ O ID DI+ 01+ O DD T IT* D) D+ D+ D+ + 0D+
CEUMEM) IR FEET e M T (LTS ECUETHED) e 1O TR T ITETT ) [
LENLE LRI = D DD [EEENT ELE T (U ) [E (U VTR ) [ [ e T [T LT
[ VRN 1) R N L ETT T ORI £ D) [V ER TECH [T ) [ EEf] #E N e[ ECUET]
HIDHOT+C I DI IO D01+ 0D) T+ I T+ (OO DO D0+ 0D [+ 010+( 0 13+ 0 00ID) T
ST NI AN TEEE AR QRN ) R TE CRE T E ) [ It s
EIEID eI TR FEE M= SR AL (U ESEI £ RTEF TR I =T
1HOCOD 11 C I+ DO+ DO DI [+ T+ LI+ ID DI+
IR R RACH B B DI A BRI R A F R QR B E S B A R DN B ELGHE
JE 1) [k ] EEET TE(OUT ENT) [ IR SR (DR ) [EUET 1 (T E T R TR
[TEETECYRT =M ) eI (EETT TS DL LE TS T LER T T CEI =R [ BRI TECIE =)
[ R R AR P RS R AL B G S SR AR L e Bl B P Rt e F A
EUITEN G &) TRINEC TR SE T ) L I T [ ECURTET ) L = T £ RV AT
DI ECUIEI) L EE SR ELE N £ CUE MR =)L M £ B D= R 1))

Basics
false = 1[]
true = 11[]
undefined = [1[[]1]
Nan = +[1[1]
0 = +[]
1 => +1+[]
2 =>  I+[]+1+]]
10 =2 A IEEA U ARARA T ]
Array ==
Number = +[]
String == (0]
Boolean => I[]
Function => []["filter"]
run => []["filter"]["constructor"]( CODE )()
eval => []J["filter"]["constructor"]("return eval")()( CODE )

window => []J["filter"]["constructor"]("return this")()

JSFuck is an esoteric and educational programming style based on the atomic parts of JavaScript. It uses only

©

©



Kolmogorov Complexity = = ——=

The Kolmogorov Complexity of a string (or ofher output)is / .ﬂ e
the length of the shortest program that can reproduce it: h} e AL~

Which string requires the most code fo print? =~
AARAAAAAAAARAARAARRALAALAR

ABCDEFGHI JKLMNOPQRS TUVWXYZ

Nd*6ATrLxM2S 8% rQ95 IWL2 * 1U



A Python3 Solution

# AAAAAAAAAAAAAAAAAAAAAAAAAA tloichiarsy little: fo nho-debate)

pEIDE (AT E26)

# ABCDEFGHIJKLMNOPQRSTUVWXYZ (37 chars, up for debate)

print (''.join (mapi(chr, range (65,91))))

# NA26ATrLxM2S£8%5rQ9S9WL2*1U (35 . chars, 'little to no debate)

print ("Nd”6A7rLxM2S£8%rQ9SoWL2*1U")



Binary Golf

Binary Golf is the art of reducing a file's size while
preserving its functionality ‘

Code golf but for file format hackers

A holistic approach to code golf and size‘coding

Considers the entire file instead of the
programming Idnguoge representation

Embraces weird machines & undefined behavior

Constraints lead to creativity ?f ‘\?}-«
A A




Binary Golf Grand Prix

Binary Golf Grand Prix is an annual small file
format competition, currehﬂy‘ih its sixth year. ¢
The goal is to make the smallest possible file ‘
that fits the criteria of the chollenge S

BGGP lasts for 3 mon’rhs currenTIy hoppeniné o
now! This year's theme is RECYCLE Old
Challenges, New Ideas -

https://binary.golf/6




Binary Golf Grand Prix

BGGPI (2020) - Palindrome - Smallest binary that executes the same chkwqrd or
forward, must exectite in mirrored half of the file

BGGP2 (2021) - Polyglot - Smallest polyglot binaries, points for executing within file
overlays

BGGP3 (2022) - Crash - SmollesT file that crashes a program, points for exploits and
patches

BGGP4 (2023) - Replicate - Smallest self replicating file, any format or platform

BGGPS5 (2024) - Download - Smallest file that downloads another file. B‘lgg
BGGP6 (2025) - Recycle - Smallest file and/or any past challenge v Lg—*
i



= o taviso / 123elf

NaysteniZaextraci?

1 fileCs) copied

lerator/ janus . con)

SIZE
FILI
SHAZ!
SCOR!

000
010:
020:
030:
040
050:
060
070
080:
090
0a0:
0bo:
0co:
0d0:
0e0
0f0:
100
110:
20:
130:
140:
150:
160:
170
180:
190:
1a0:
1b0:
1cO:
1de:
1e0:
1f0:

| FUN |
xB6

512
x86 Bootloader,
561
E: 4.1328
Boot loader/CON
£64

ELE)

con,

BERARY
b2d03260b2e2303e1ea264bce3f82dd!

Code Issues 25 Pull requests 7 Discussions Actions Projects Wiki

[ BGGP.CON 7. EXEC RATIO: 31,34 ( 91.172 )

1
¥
00000000: ebo1 b8 00b8 Becd bFfdO O7bB 9090 2689 i H10
| 00000010: 6‘305 1‘!")21. 9090 h;;l7 dObf cOBc bBOO bBc3 EXpIOItabIe Stac'( Overﬂow w 10“
£| 00000020: O1lch
| @ Closed
| |
T

dbastone

[

The publisher could not be verfied. Are you sure you want to
instal this gadget? called in two places - by process_fat() and fmt_cell_combine() . The call by process_fat() s reachable using a

Nome: 4. gadget

Funisher. Unknown Publisher 3
sta Dentinstal
ushort process_fmt(byte sbuf,ushort buflen,ushort param_3)
= {

e & valic digital signature thet venfies ity [...]

s oy un somwarefrom publisners you char local 404 [1024];

L.
War3 = FUN_080bb148(local_484,buf + 4,buflen - 4);

dst src len

fnt_cell_conbine() was not investigated.

, ., C64PRG
05c51bfeacbb02a5e485434ee3adef

i this to , but missed the deadlinet)

A pull request will be provided containing a proposed fix.
ELF Code

Base64 encoded exploitwk3 - T0M28Me==

4c
3e
00
90

0z
4a
90

00
00
90

388¢%

00
00
00

00
00
00

00
58
2b

848

40
21
00
0z
00

00
1a
4a
b1
150
da1

47 17
54 48 19
47 45 ZOJZ(l 20
loa-0d4-00124'c4
00 0a 00 00 00
00 00 00 30 00
58 58 58 58 S8
00 ba 00 00 cd

Bootloader
con

9
$
9
$
C64 PRE S

848 8888

3d
00
00
f3

15 61 c3 50 4b 05
——58-58-01-00-3d-00-00-00-4b-01-00-00-
d6 50 52 ¢8 00 60 00 00 00 01 00 00'2a

of
cf-
20
Ba
04
00
32
4b
63
7d
00
00
00

= 20

00
00
00

00
58
00

05
90-
80
ad
Ba
00
30
49
65
00
58
of
00

28
aa
b4
o1

00
58
00

bo
73
3e
bc
00
00
32
4e
6c
40
58
00
00

k74
00
Oe
00

00
58
00

3c
00
00
ail
00
30
31
47
6c
0?7
58
00
60

$ qenu-systen-xB6_64 janus .con
$ dosbox janus.con

./ Janus .con
unrar janus.con
7z x janus.con
grub-file
x64 janus.con

o
is-x86-nultiboot2 janus.con
# Use VICE enulator or sinmilar

34 [edit: reduced exploit size from 38 to 34 bytes]
10

b?

39 31 29
00

00

00 00
00 00
cd 10

ELF... (2491)

..e

00 b3 . This was discovered using and AFL++'s , and was inspired by

8.8::."
a..f

o1 »
00

2b

00 00
10

00

00
00
00

05 00
00 00
00 00

00

.XXXXXXXXt § chip8 exploit.rom

bo
66
00
33
0c
00
00
20
20
65
00
58
00
b4

66
c?
00
00
30
00
00
4ar
5¢
61
4b
ab
00
o
00
58

89 c? be
of 0‘1[52
00-00'00
00 33 00
ie 00 20
58-58-58
00 00 00
X A
52 41 4e
74-61-72
01 02 00
d1 2c 30
58 58 S8
00 b9 01
00-58-58 coo..alPRLL LXK >
58-58-58 K s
ac-ad 17

hell...
% Received % Xferd Average Speed

10ad  Upload
e 5ol e —.

Tine Current
Loft d

1ee 1018 100 1018 ©

.BGGP 2021 GOT M
E THINKING STRAN =
GE xcel lerator

- B \Ver i

david — nc -vI 1337 — 80x18

N

»

ObJ

-chip8, 16659 exploit.ron
“-8h, 16696 -c .
*-sh, 16699
~python, 16701 —<...
“-sh, 16762
“-pstree, 16716 ~aps 16702

55 aa 1

$ echo woot
weot

It is also:
An executable JAR (
ROM - -
Program
Document

- Retrdid

Workspace

ber 2023 - &

BGGP4 Writeup: Self-Replicating VSCode

The unnamed function at 0x80bb148 is used to copy data into a buffer and lacks a destination length check. This function is

w3r_format element (0x13) in a wk3 file, where user-controlled data from the file is copied into a stack variable. The call by

Lo Both buf and buflen are controllable. The included exploit demonstrates this by overwriting the return address to point to
A a jmp esp gadget, where the payload causes the process to exit with a return value of 3 (I had originally intended to submit

= (C= Video TV Culture News Tech

Security 1

Hacker Discovers How to
Remotely Pwn a Game Boy
Using ‘Pokémon Crystal’
After 22 Years

A security researcher found a bug in the Japanese version of Pokémon
Crystal, which he realized could be exploited via a mobile adapter to hack a
Game Boy via the internet.

Your Amiibo’'s Haunted

Exploiting Flipper Zero's
NFC file loader

Elipper Zero is a self-described portable multi-tool for pentesters and
geeks in a toy-like body. The device comes with several built-in
applications to transmit and recieve sub-1GHz frequencies, such as
RFID, NFC, and Bluetooth.

This post demonstrates a buffer overflow in Flipper Zero’s NFC file
loader that | discovered for BGGP3.

| Edit: CVE-2022-40363
2-byte DoS in freebsd-telnetd / netbsd-telnetd / netkit-telnetd /
inetutils-telnetd / telnetd in Kerberos Version 5 Applications -
Binary Golf Grand Prix 3 - CVE-2022-39028

Product Description

FreeBSD-telnetd, NetBSD-telnetd, netkit-telnetd, t
standard telnet servers used in several Linux distributions, BSD syster

etd in Kerberos Version 5 Applications and inetutils-telnetd are
UNIX systems and commercial

FreeBSD, NetBSD

Debian, Fedora, G

specific Palo Alto
fic Cisc

00, ArchLinux, ... - using inetutils-telnetd or netkit-telnetd
pplianc:

es

s
ap
specific Brocade appliances

SpH Arista appliances

0S running telnetd from Kerberos Version 5 Applications: this may include BSD 4.3 Reno, UNICOS 5.1 to UNICOS
7.0, SunOs 3.5 to SunOs 4.1, DYNIX V3.0.17.9 and Uttrix 3.1 to Ultrix 4.0, Note that these OS may be EOL.

rom our understanding, the first implementation containing the vulnerabilitie
Kerber

dates from February 1991. This is the

elnetd implem on availab






Where Did ELF Come From’? ;

The ELF format was first defined as part of the
ABI for Unix System V Release 4.0 on October
18,1988 el
ELF was created to address the limitations of
the COFF format, which itself was created to
replace the a.out format. o

By 1999, the Linux ELFi»mvaemen’rd’ri'onlbécdme |
the de facto standard’

ELF has had alot of time to evolve and find use
in a wide variety of applications




AOFF (1977)
Absolute Object File Format
Intel internal format.

COM (1974)
Originally for CP/M and
DEC VAX 16-bit, real-mode

OMF (1981)
'Relocatable Object Module
Format' By Intel, AKA .obj

a.out (1971)
‘Assembler Output'
First format for
Unix, PDP-7 and
PDP-11. Also used
in early Linux.

l

COFF (1983)
‘Common Object File
Format'

MZ-DOS (1983)
o CMD (1981)
ForDOS 2.0.Has Mz For CP/M and other
header, metadata, )
relocations DOSike 05
NE (1985)
‘New Executable’. For
Windows 1.0 and OS/2
LE (1987)
‘Linear Executable’
LX (1987) Mixed 16/32 bit,
‘Linear Executable’ Windows VxD Drivers
0S/2 2.0, 32 bit from 3.x-9.x, 0S/2,
DOS extenders, user
Windows binaries.
PE (1993)

'Portable Executable’
32 bit, for Windows
NT 3.1 and later, and
many other platforms
like UEFI 3)

l

PE32+ (2005)
64bit x86 PEs.
NOTE: 64 bit
architectures were
supported with PE,
but the format wasn't
updated until the
Xx86_64 version.

XCOFF (1986)
‘eXtended COFF'

For AIX from IBM

ELF (1988)
Replaced COFF
in Unix SVR4

ECOFF (1984)
‘Extended COFF'
Designed for MIPS
on DEC Ultrix,
Tru64, SGI Irix,
Linux/MIPS, and
Net Yaroze




ELF's Many Use Cases ‘

Linux Binaries and Libraries | i
Linux Kernel and ModUIeS ' :
Core Dumps A S
Bootloaders

Firmware Images

Game Consoles (eg. Pl’dysfo’rion~2+) |

Internal Formats (eg. textures in'Pop’eerri'o: The .-
Origami King) | '



ELF's Flexibility

ELF supports 280+ machine types (orChifec’rures or bytecode formats)

Headers can be anywhere in the file (except the ELF header)

/memsz_demo.bin

. \ strace .
execve("./memsz_demo.bin", ["./memsz_demo.bin"], @xffffd5b39630 /* 69 vars */) = -1 EINVAL (Invalid argument)
u u I < +++ killed by SIGSEGV +++
y [1] 32162 segmentation fault (core dumped) strace ./memsz_demo.bin
5

9
readelf -1 memsz_demo.bin

ELf file type is EXEC (Executable file)
Entry point 0x400078
There is 1 program header, starting at offset 64

Different needs, different poréérs

Program Headers:
Type offset VirtAddr PhysAddr

FileSiz MemSiz Flags Align

LOAD
RE oxe

readelf: Error: the segment's file size is larger than its memory size

Golfing relies on parser flexibility e

Relocs has not been applied. Please use '-e bin.relocs.apply=true’ or '-e bin.cache=true' next time
-- Bindiff two files with '$ radiff2 /bin/true /bin/false’
x0040¢ pd 12

Pictured: An ELF with p_memsz = O, valid on some
firmwares, doesn't load with standard tools



ABIs

The ABI defines the context the binary runs, including architecture, alignment, and
calling conventions.

Understanding the ABI means you can see the execution environment from the
program’s perspective.

This perspective is essential in understanding how: your program works!



ﬁ Specificction vslm plemenfqhon e
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Spedflco’rlons are SImply
\recommendo’rlons

; Only who’r execu’res IS rec:l




BGGP3: CHIP-8 Sandbox Escape

12 bit address size defined by spec

Care must be taken to prevem‘
overflows

Multiple implemen’ra’ridns have out of -
bounds reads and wrl’res W|’rh|n ’rhe
emulafor froma ROM

https://www.da. wdbuchanqn co.uk/blog
Ilbggp3 himl

X /“7 david@inspiron530:

: |||_|/ \_I_I/ \ |"{|/| 'I/F"I %) TT'<
;. ’} 7] /i

B
£

N N\ONEE AW

)

One Weird Trick to discover security
bugs without reading or rumming ANY code

7 ] ] [T _-.__'q

$ chip8 exploit.rom 1 E}.H:
11

/| - I |12 1 1]
ll 1 |\___I 14 I\___ ) NN N[
v/

Spawning reverse shell.
% Total % Recelved % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
00 1018 100 1018 (] 0 5014 @ ——i——l-- —=fa=i—— ——i—=:—— 5014

1
N
EEEE
EEEE
sEEE
pEEE
o
ERE
EERE
I
[
BB
|
]

1
0

/ RS S

o NN PN V A \Z
’zgo.. 3 david — nc -vl 1337 — 80x18

—/|david@davids-MacBook-Pro ~ % nc -vl 1337 18
7/~ $ pstree -aps $$
/= systemd, 1 splash
“-sshd, 1279

4 w”lu‘k\‘-

“-sshd, 16512
*-sshd, 16590
“-bash,16591 v’..“
*—chip8,16659 exploit.rom L/
“-sh,16696 -c ...
*-sh,16699 ’
“—python,16701 -c...
*-sh,16702 -i
‘-pstree,16716 -aps 16702
$ echo weot
woet

sl F

7 o000 /4 WL g



The following are the defined TELNET commands. Note that these codes
and code sequences have the indicated meaning only when immediately
preceded by an IAC.

BGGP3: 2 Byte Telnet DOS

FF F7 or FF F8 crashes multiple telnet
versions

- FF(2585): Interpret As Command
- F7(247): Erase Character
- F8(248): Erase Line

The program reads memory that wasn't
allocated and crashes

This bug went undiscovered for 30 years

https://pierrekim.githulb.io/blog/2022-08-2

4-2-byte-dos-freebsd-netbsd-telnet

NAME

SE
NOP
Data Mark

Break

Interrupt Process
Abort output

Are You There
Erase character
Erase Line

Go ahead

SB

WILL (option code)

WON'T (option code)

DO (option code)

DON'T (option code)

MEANING

End of subnegotiation parameters.
No operation.

The data stream portion of a Synch.
This should always be accompanied
by a TCP Urgent notification.

NVT character BRK.

The function IP.

The function AO.

The function AYT.

The function EC.

The function EL.

The GA signal.

Indicates that what follows is
subnegotiation of the indicated
option.

Indicates the desire to begin
performing, or confirmation that
you are now performing, the
indicated option.

Indicates the refusal to perform,
or continue performing, the
indicated option.

Indicates the request that the
other party perform, or
confirmation that you are expecting
the other party to perform, the
indicated option.

Indicates the demand that the
other party stop performing,

or confirmation that you are no
longer expecting the other party
to perform, the indicated option.
Data Byte 255.




Parser Differentials

ELF is meant to be a general format, but many
parsers are purpose built for a specific subset of
known ELF types and use cases

No two parsers will be implemented the same way
Developers decide what to care about

Those decisions, combined wifh the program
environment, create the playing field for binary golf.

See "Area4l] 2014: Ange Albertini & Gynvael Coldwind:

Schizophrenic Files — A file that thinks it's many"

An abstract painting will react to you if you react
to it. You get from it what you bring to it. It will
meet you half way but no further. It is alive if you
are. It represents something and so do you. YOU,

SIR, ARE A SPACE, TOO.
e — {
Q-ﬁ§$¢1




Playing Jengd

Each set of Jenga blocks hos |’rs own unlque seT of choroc’rerls’ncs
There are IC foc’rors ThGT mfluence ’rhe STGbIhTy of ’rhe ’rower s

You carefully reorronge These blocks ‘ro reoch new helgh’rs




ELF Golf Examples



What Does An ELF Need To Run?

ELF Header - Describes the ELF file R,

An executable or shared object file's program header table is an
array of structures, each describing a segment or other
L information the system needs to prepare the program for execution.
Progr(]m He(]der = D|reCTS The IOOder 1'0 An object file segment contains one or more sections. Program
headers are meaningful only for executable and shared object
; ¥ . files. A file specifies its own program header size with the ELF
mOp p|eces Of The EI_F ﬂle |nTO memory header's e phentsize and e phnum members. The ELF program header
is described by the type E1f32 Phdr or Elf64 Phdr depending on the
architecture:
ELF header (Ehdr)
The ELF header is described by the type E1f32 Ehdr or Elf64 Ehdr: typedef struct {
uint32 t p_type;
#define EI NIDENT 16 E1f32 Off p offset;
E1f32 Addr p vaddr;
typedef struct { E1f32_Addr p_paddr;
unsigned char e _ident[EI NIDENT]; uint32_t p_filesz;
uintl6 t e type; uint32 t  p memsz;
uint16 t e machine; uint32 t  p flags;
uint32 t e version; uint32 t  p align;
ELfN_Addr e entry; } ELf32_Phdr;
E1fN Off e phoff;
ELEN Off e shoff; typedef struct {
uint32 t e flags; ulmias & - priype;
uint16 t e ehsize; uint32 t  p_flags;
: - = : E1Lf64 Off p offset;
uintl6 t e phentsize; ELf64 Addr p vaddr;
uintl6 t e_phnum; = = !

: —_— E1f64 Addr p paddr;
u;niigit efsEentélze, uint64 t p filesz;
uin i e_shnum; uint64 t p_memsz;

uintl6 t e shstrndx; : 2
= - 3 uint64 t p_align;
} EUfN_Ehdr; } E1f64 Phdr;




BILS: 32

ELF32/x86 - 45 bytes (1999)

Released shortly after ELF was ofﬁuolly odop’red as a
standard binary format.

The began with a basic ELF32 generated by GCC, "
then switched fo nasm. Then started doing vierldys., ‘
- 76 bytes overlaid e_phnum' and p_type
; » filesize

- 64 bytes overlaid e _shoff and p..type
- 52 bytes overlaid ei_class and p_fype
- 45 bytes removed all but the first byte of e_phnum

https://www.muppetlabs.com/ ~breodbox/ software/t:
iny/teensy hfmi

db

equ

0x00001000

OXTE,;  “ELEY
1

0

$%

2

3
filesize
start

4

0

0

bl, 42
eax, eax
eax

0x80



ELF64/x64 - 84 bytes (2018)

BITS 64
org 0x100000000

Overlaying the

db ©x7F, "“ELE"
program
edx, 0x4321fedc
H 1 si, 0x28121969
header within ot et
dw 2

the ELF header - s

dd _start - $$

phdr:

ot offset OxIC Wi

and stuffing dd &

dgq $$
code in free s
dw 1

spaces. =

al, 0xa9

dd 0
al, 0xa9

dd 0
reeb:
edi, 0xfeeldead
short cya



ELF64/x64 - 84 bytes (2018)

This actually caused some strange issues when | first
published, on VPSes specifically.

This because of how some hypervisors were
configured to handle power-off events like
LINUX_REBOOT _CMD_POWER_OFF coming from
the guest VM.

Without calling sync, as ’rhe man page says, it can
cause data loss.

https://nOlol/ebm/3/

LINUX_REBOOT_CMD_POWER_OFF
(RB_POWER_OFF, 0x4321fedc; since Linux 2.1.30). The

message "Power down." is printed, the system is stopped,
and all power is removed from the system, if possible. If
not preceded by a sync(2), data will be lost.

ﬁ Battle Programmer Yuu o]

So after some testing, | found that this one liner does the following to
different VPS:
- Shuts down and makes unrecoverable
- Wipes and redeploys to same IP
- Wipes and stops instance (also re-IPs if out of the box
deployed)

More testing forthcoming.

# Battle Programmer Yuu
85 byte ELF64 LINUX_REBOOT CMD_POWER OFF:

base64 -d <<< fOVMRrrc/
iFDVmMKZEijrPAIAPSABAAAABAAAAAEAAAACAAAAAAAAAAAAAAAAAAAAA
QAAAEAAOAABAA8NDYcAAAAAAAAPIWAAAAAAAL+t3uH+sKkPBQ==> ...




ELF64/aarché4 - 84 bytes

| wanted fo see how eosy it Wos To g@lf'dn

7

aarché4 binary using the some overlcy q’r OX1C

This code coHs"fhe Wrifr‘_e'()f_"sys_c’vdl‘ll q'-n_d,ﬁpkinf;s_ Q"E;LF’.?

aarch64 Code
94: adr x1, #0xQ
3 9xe the

#0x40

w

8: SvC #0x0

3C:

4C: mov %2, #0x4
2 Tenwtl

50: h 0x38

- 96:

94:

98:

20:

24:

28:

2c:

30:

34:

38:

3c:

40:

44:

48:

4Cc:

— 56:

ELF
90
7f 45 4c 46 .ELF
04
05:
06:
1 o7:
FAEARRER ALY oy !

08:

P 111055
08 08 80 d2 .... ‘
e e

10 00 90 14 .... !

10:
e E T |

02 00 b7 00 .... |

oo e 1 122

0100 00 00 .... |

18:

L E =
04 00 00 00 .... |

Header

1 e_ident

: eiclass

ei_data
ei_version
ei_osabi

ei_abivers
ei_pad

ei_pad

e_type
£ machlne

E_VEFSIDH

e_entry

T T

r*“‘**“**T*‘**“**““T iC:
01 00 00 00 .... |

e_entry

V—Y—‘ 20:
ic 00 00 00 .... |

e_phoff

F““““‘T“““““‘T 24:
00 00 00 00 .... |

e_phoff

r—r—‘ 28:
00 00 00 00 .... |

e_shoff

J T

y—y—‘ 2C:
00 00 00 00 .... |

e_shoff

I T

/—y—‘ 30:
01 00 00 00 .... |

e_flags

T T

34:
36:
40 00 38 00 @.8. |

e_ehsize
e_phentsize

T T
38:
Femtlral 20

01 00 00 d4 .... !

e_phnum
e_shentsize

[—'7 3C: e_shnum
] 26

fes kiR ey !

T T
00 00 00 00 .... |

I T
f2EEeEE 17 E S|

T T
00 00 00 00 .... |

82 00 80 d2 .... !

J T

AR SRALE e

Program Header —
1C: p_type

20: p_f}ags
24: p_foset
28: p_offset
2cs v

30: p_vaddr

34: p_paddr

38: p_paddr
3C: p_filesz

40: p_filesz
44: p_memsz
48: p,mémsz

4C: p_align

59: p_align




Kernel Changes BreakingBindry *,‘Golf'

A patch pushed to Linux kernel 5 Z broke The 84 by’re ELF64

The OxIC overlay frick relied on READ IMPLIES.. EXEC Whlch mode the ’rexT segmen’r executable
because it had ’rhe read perm|SS|on it “fouled open o

PT_GNU_ STACK not presen’r mode the s’rock execuTobIe ’roo

This is determined by p_ ﬂc:gs
which overlaid with e phoff

with a value of OxIC.

PF_X 1 96660061 Execute
PF_HK 2 PoopRR10 Hrite
PF_R 4 00000100 Read

p_flags 1Ch 96611106
L— PF_R is set

J; Here's

$ rizin

[0x100000004]> dm
0x0000000100000000
02000071 87932000
0x00007ff 87900000
0x00007fff873h3000

oxttttftftfto00000

-b 64 -d xit

This is what it looks

$ rizin -b 64 -d xit

[0x100000004] > dm
0x0000000100000000
0x00007ff fbBBcdooe
0x00007fffbB36e000
0x00007fffh8972000

Notice the top line,

[ T B B

0x0000000100001000 * uUsr 4K 5 r-x
0x00007fff8795f000 usr 132K s ruwx
0%@@007TfTHT9b3@00 = usr 12K s r--
0x00007fff879b5000 - usr 8K s r-x
oxffffffffffee100e - usr 4K s r-x

like now, on a kernel that contains

0x0000000100001000 * usr 4K 5 r--

oxffffffffffeo1000 - usr 4K

s
0x00007fffbB8eedod - usr 132K s ruw-
0x00007fffh8972000 - usr 16K 5 P--
ox00007fffh8974000 - usr 8K s r-x

3

--%

the r-x (Read, Execute) permis

sion changes to r--
rwx (Read, Write, Execute) perm1551nns, and is changed to rw- (Read, Write) due to t

what it looks like when it works, and READ_IMPLIES_EXEC is set:

/tmpsxit Atmpsxit 5 map.tmp_xit.r_x
[stack] [stack]l ; map.stack_.ruwx
[vvar] [vvar] ; map.wvar_.r

[vdso] [vdso]l ; map.vdso_.r_x
[vsyscalll

[vsyscall]l ; map.wsyscall_.r_x

this patch:

/tmpsxit stmpsxit 5 omap.tmp_xit.r

[stack] [stack]l ; map.stack_.ruw

[vvar] [vvar] ; map.wvar_.r

[vdso] [vdso]l ; map.vdso_.r_x

[vsyscalll [vsyscalll ; map.vsyscall_.__x
{Read). Also, the stack has
he patch.



Kernel Changes Breaking Binary Golf

This was mentioned in the original Muppe’r Labs finy ELF arficle:

it turns out that, contrary to every expéctation, the executable bit can be dropped
from the p_flags field, and Linux will set it for us anyway. Why this works, | honestly
don't know == maybe because Linux sees that the entry point goes to this segment?
In any case, it works. ’

This characteristic enabled the ELF overlay in their 45 byte ELF32.



: https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/arch/x86/include/asm/elf.h
262 | /*
PASK] * An executable for which elf_read_implies_exec() returns TRUE will
264 | * have the READ_IMPLIES_EXEC personality flag set automatically.
265 | *
266 | * The decision process for determining the results are:
267 | *
268 | * CPU: | lacks NXx | has NX, 1ia32 | has NX, x86_64 |
269/ % ELE: \ | |
2701 MR e e e e e s e e et [resesmsmnenesese
271 | * missing PT_GNU_STACK | exec-all | exec-all | exec-none
272 | % PT_GNU_STACK == RWX | exec-stack | exec-stack | exec-stack
273 | * PT_GNU_STACK == RW | exec-none | exec-none | exec-none
274 | *
275 | x exec-all : all PROT_READ user mappings are executable, except when
276 | * backed by files on a noexec-filesystem.
277 * exec-none : only PROT_EXEC user mappings are executable.
278 | x exec-stack: only the stack and PROT_EXEC user mappings are executable.
279 | *
280 | x xthis column has no architectural effect: NX markings are ignored by
281 | «* hardware, but may have behavioral effects when "wants X" collides with
282 | «* "cannot be X" constraints in memory permission flags, as in
283 * https://lkml.kernel.org/r/20190418055759.GA3155@mellanox.com
284 | «
285 | x/
286 | #define elf_read_implies_exec(ex, executable_stack) \
287 (mmap_is_ia32() && executable_stack == EXSTACK_DEFAULT)
288 : . :

Ll AT ERD) FIPAENES

LR e
pLa

author Kees Cook <keescook@chromium.org> 2020-03-26 23:48:17 -0700

committer Borislav Petkov <bp@suse.de> 2020-04-20 19:24:33 +0200
commit 9fccc5c0c99f238aalb0460fccbdb30a887e7036 (patch)

tree ce74f5eal15587fe836851a2c33f605360b1c608

parent 122306117afe4ba202b5e57c61dfbeffc5c41387 (diff)

download linux-9fccc5c0c99f238aalb0460fcchdb30a887e7036.tar.gz

x86/elf: Disable automatic READ_IMPLIES EXEC on 64-bit

With modern x86 64-bit environments, there should never be a need for
automatic READ_IMPLIES_EXEC, as the architecture is intended to always
be execute-bit aware (as 1in, the default memory protection should be NX
unless a region explicitly requests to be executable).

There were very old x86_64 systems that lacked the NX bit, but for those,
the NX bit is, obviously, unenforceable, so these changes should have
no impact on them.

Suggested-by: Hector Marco-Gisbert <hecmargi@upv.es>
Signed-off-by: Kees Cook <keescook@chromium.org>
Signed-off-by: Borislav Petkov <bp@suse.de>
Reviewed-by: Jason Gunthorpe <jgge@mellanox.com>

Link: https://lkml.kernel.org/r/20200327064820.12602-4-keescook@chromium.org

Diffstat
-rw-r--r-- arch/x86/include/asm/elf.h 4 s

1 files changed, 2 insertions, 2 deletions

diff --git a/arch/x86/include/asm/elf.h b/arch/x86/include/asm/elf.h
index 397alc74433ec2..452beed7892bb8 100644

--- a/arch/x86/include/asm/elf.h

+++ b/arch/x86/include/asm/elf.h

@@ -287,7 +287,7 @@ extern u32 elf_hwcap2;

* CPU: | lacks NXx | has NX, ia32 | has NX, x86_64

*BEI'E: | |

& == - |=====mmm [Fremmmmmmmm = [
- * missing PT_GNU_STACK | exec-all | exec-all | exec-all
+ x missing PT_GNU_STACK | exec-all | exec-all | exec-none

x PT_GNU_STACK == RWX | exec-stack | exec-stack | exec-stack

x PT_GNU_STACK == RW | exec-none | exec-none | exec-none

*

@@ -303,7 +303,7 @@ extern u32 elf_hwcap2;



ELF HEADER:
00000000: 71 45
02
bo
3¢
48
3T it
00000010: 02 00
3e 00
01 00
05 00
00000020: 31 00
00 00

00000030: 00

4c

46

PROGRAM HEADER TABLE

00000031:
38
00 00
00000041: 00 00
00 00
00000051: 78 00
78 00
00000061: 00 10

$ xxd f1lacS.bin

2a

00
00

00

00
00

0f 05

00
00

00
00

MAGIC

64 bit

Payload
Payload
Payload
Payload

2 = Executable

Instruction Set Machine: AMD X86-64

ELF Version

Entry: 0x400005 (offset of payload)

Start of program
Start of section

headers:
headers:

49 bytes

FLAGS (3/4 bytes in PH)

Size of th

is header:
Size of program headers:

2048077
56 (bytes)

Count of program headers: 1

Size of section headers:

0 (bytes)

Count of section headers: 5
Section header string table index: 0

Type:

1 PT_LOAD
Flags: RE?7

OFFSET from the beginning of the file

Virtual Address:
Physical Address:
File Size: 120 (b
Memsize: 120 (byt
Alignment: 0x1000

0x400000
0x400000

ytes)

es)

00000000: 7f45 4cd6 Paba 016a @65a 5889 c7eb 1900 ELF Sl iene s
00000010: 0200 3e00 0feS ehd49 0500 0100 0000 0000 e
00000020: 3100 0000 0000 0000 hedd 0001 0oeb e500 1 ........ Toneaes
p_type p_flags p_offs
] 11 1
00000030: 0001 0000 0005 3000 0100 0000 0000 00Ba ...... Bcacaaasn
p_vaddr p_paddr
T 10
00000040: 0000 0001 0000 0000 Q066 6CH6l 6373 Ga00  ......... flacs
p_filesz p_Memsz
=1 1T
00000050: 0060 0000 VOO0 0000 0060 0000 0000 0000 e are eheses
p_align
i 1
00000060: 0063 3c58 89df ofeS 0oao ),

Meanwhil\'e, thé’r ELF64"‘C‘)‘Ve/rBI¢|y\s Discovered

APV

subvnsor Ox38 lné e‘nsnze

S hﬁps //Web orc:hlve org/web/2023]2ﬂO80l3

8/h’r’rps//f’rpIoI/pos‘rs/smoII elfh’rml et

{
Pt

(RN

NN



OFFS | ? | Description
XA P ; A !, > 0x00 | . | ELF signature interferes with p_type
y 4 x ; 9x01 | . | ELF signature interferes with p_type
- 5 4 \ ¢ £ 2x02 o ELF signature interferes with p_type
J 9x03 < ELF signature interferes with p_type
x _ = es > \ 4 9x04 s e_type and e_machine intefere with p_offset
N 0x05 | . | e_type and e_machine intefere with p_offset
F : S % % 9x06 | . | e_type and e_machine intefere with p_offset
3 ¥ ” 5 \ 2x07 < e_type and e_machine intefere with p_offset
2x08 < e_type and e_machine intefere with p_offset
X 5 % i X 3 ¥ : 9x09 | . | e_machine inteferes with p_offset
= \ 3 BN 7 % “ ox0A | . | e_machine inteferes with p_offset
S . I , Ll ' 9x0B | . | Needs the entrypoint to be @, also can't exec the ELF sig without setting flags
I TeSTed every pOSSIble Overloy OfThe *ELF Gnd : 2x0C < e_type is 0002, so PF_X in p_flags won't be set. Same entrypoint issue as above
5 G hig z ¥ o @xeD < e_type interferes with p_type, also same entrypoint issue as above
X N Y y & Pl LN N QX0E < interferences with p_type and p_offset
3 o RN 7 = X A R 3 % 2ol & e L) OxOF | . interferences with p_type and p_offset
progral I I eO er Or On ET EXEC Type ELF64 > = ox1e | . | interferences with p_type and p_offset
3 ' e X v A ox11 | . | interferences with p_type and p_offset
WY i ’ N nre \RUEOS . V8 0. 2x12 o interferences with p_type and p_offset
= - ¥ 9x13 < interferences with p_type and p_offset
"3, ox14 | . | interferences with p_type and p_offset
8§ oxi5 | . interferences with p_type and p_offset
e On y VO I Over Oy Ower 1- On X WOS o - ox16 | . | interferences with p_type and p_offset
7}y ¢ 2x17 < interferences with p_type and p_offset
2x18 < e_phoff will interfere with p_offset
9x19 5 The reguired entrypoint addr is not page aligned
X W IC reqUIre eve pqglng TO eXTen 9x1A | Y | Needs S—Level paging. Binary size is 82
ax1B8 | | iThe entrgpomt addr would be beyond even 56 bits
- < 0x1C | . | Doesn't work because PF_X is not set
1 ety ¢ 2x1D < e_phoff interferes with p_type
VIrTUG O resses rOI ' I TO |TS B AN ox1E | . | e_phoff interferes with p_type
AN RS - "o ox1F | . | e_phoff interferes with p_type
AR ¢ 57 S ¢ 3 ox20 | . | p_type interferes with e_phoff
. A ) 3 P 2x21 < p_type interferes with e_phoff
. %22 < p_type interferes with e_phoff
I A ¥ ; A \ 9x23 < p_type interferes with e_phoff
20 \ 2 . ox24 | . | p_type interferes with e_phoff
3 = ¢ : o " 9x25 | . | p_type interferes with e_phoff
o S RO, > S 3 PAVan ox26 | . | p_type interferes with e_phoff
- : 8 S A %27 < p_type interferes with e_phoff, e_phentsize interferes with p_offset
? % . 9x28 < e_phentsize interferes with p_offset
9x29 5 e_phentsize and e_phnum interfere with p_offset
ox2A | . | e_phentsize and e_phnum interfere with p_offset
. 9x2B | . | e_phentsize and e_phnum interfere with p_offset
i - s 2x2C < e_phentsize and e_phnum interfere with p_offset
. 2x2D < e_phentsize and e_phnum interfere with p_offset
\ Ox2E 5 e_phentsize and e_phnum interfere with p_offset
© L ox2F | . | e_phentsize and e_phnum interfere with p_offset
% 0x30 | . | e_phentsize and e_phnum interfere with p_offset
0x31 | ¥ | Does waork, binary e is 105
2x32 < e_phentsize is not an odd number, so PF_X in p_flags isn't set.
9x33 < e_phentsize interferes with p_type
0x34 | . | e_phentsize interferes with p_type
0x35 | . | e_phentsize and e_phnum interfere with p_type
2x36 o e_phentsize and e_phnum interfere with p_type
2x37 < e_phnum interferes with p_type and p_type interferes with e_phentsize
9x38 | ¥ | does work, binary size is 112




Y s LV

3, y° ELFHEADER A—— B1Cy D1E7 F

ol
3 5 3 P 00000000 : 'i’f45 4cdb ffco ffc? b1eS 48cl e130 eb@d .ELF....... H..0.
¥ ‘ (o p ! ! 745 4046—‘— = db ex7F, "ELF"
ELF64/x64 - 82 bytes (2021) o=
% i eSS inc edi ; fd = STDOUT
D : X 3 XN ) b105- mov cl,ex5
D $ 3 . £ 48c1 e130—|— shl rcx,9x30
; S ) % S ehgd———— jmp ev
X 2 » ) e Qe A Ty ELFHEADER T |
oS it WRlE SR QA PRGHEADER ‘—‘ ‘—‘ ‘ ‘ ‘ p_type  p_flags
Wor e . el Verys OW y |‘n qel | Iu,;‘; L0 L 00000010: ezee 3200 h203 ebld 0400 0100 0000 0500 ..>.............
S AR I AR ezea— S| o | e dw 9x2
AR AT 3800~ |[—|—— dw 8x3e
$ b203—|—— ev: mov dl, 9x3 ; length
It was |mprc1c’r|coll due ’ro needlng o 5 o end
X 0400 0100 0000 0500 dg 9x05 10004
3 g S i ELFHEADER K L
S f CP ) o A e et “ “w2.7." PRGHEADER | p_offs | | p_vaddr
very specific U g SRS R T L . >
Ve p¥ : 3 =% vl SR 00000020 Ta@@ 0000 0000 0000 0000 0000 0100 0000 ................
SRRV R Sy S : S 8 Rt 1300 0000 2000 0000 dg ox1A
h v h 2 .” h ) I R T el At DA 0000 0000 0100 0000 dg ox1
: . m . m oS 2 TN . ELFHEARDER M—— N 0 P g llE s
TTpS//T pOUTS / / ¢ T / R o [{ihs 55«73 PRGHEADER | p_padm ]_| |_| [p_filesz |_|
: % % R . . A X il >
= : IR I ‘47 00000030: 0500 00bo 3che 3800 0100 4801 ceeb 6bOO ....<.B...H.....
e ubuntu@ubuntu: ~ Q = - o @ 5 ) éSGB— o e preie s du S
ubuntu@ubuntu:~$ ./p82.3 ; N 00| —— iy db o .
ELFubuntu@ubuntu:~$ strace ./p82.3 4 be 3c ool xit: mov al, @x3C ; exit syscall
execve("./p82.3", ["./p82.3"], 0x7fff3969ac50 /* 48 vars */) = 0 + ‘ be 3800 9100— i ehs: mov esi,ox10038
write(1, "ELF", 3ELF) = 3 X PR 4801 ce|—— add rsi, rcx
exit(1) =2? TR Ut A, O o eh oh|—— jmp pal
+++ exited with 1 +++ " b ¥ \ T —— T I ]
ubuntu@ubuntu:~$ 1ls -1lal 82.3 A ;
-rwxrwxr-x 1 ubuntu ubuntﬁ 82 Jul 6 22:39 p82.3 3 < PRGHEADER P_memsz p_align
ubuntu@ubuntu:~$ file p82.3 2ol
p82.3: ELF, unknown class 255 ] “. 00000040: 0000 4801 ceeb 0bOO 0000 4883 cedl efes wiHommnss Heoote
ubuntu@ubuntu:~$ sha256sum p82.3 v - y |
308330c9a47cd2665701130397d5b744d26cf23e6c556485aea8eeb01691a581 p82.3 R S L e T dw @
ubuntu@ubuntu:~$ uname -a s \ 4801 ce|—|—|— add rsi, rcx
Linux ubuntu 5.8.0-43-generic #49~20.04.1-Ubuntu SMP Fri Feb 5 09:57:56 UTC 2021 v & eb ob|—|— jmp oxh
x86_64 x86_64 x86_64 GNU/Linux 00— |—— db o
ubuntu@ubuntu:~$ [ I 0600— dis o
4883 ee37—|———— pal: sub rsi, 9x37 ; xbuf
9f@5— syscall
>l
00000050 Tbel
ehel Jjmp xit
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To attack and dethrone god

7:31PM - Jul 8, 2021

Somehmes people don’r unders#cnd l

Battle Programmer Yuu @netspooky - Jul 5
82 byte ELF64 - 2 bytes smaller than what was thought to be the smallest
possible. Bypasses the kernel mitigation that made 84 byte ELF64s not
work anymore. :)

Activities

I

m

ubuntugubuntu:-$ strace ./82.bin
execve(”./82.btn

Terminal ~-

,2021 A ose

Jul6 01:22 emv A GO~

ubuntu@ubuntu: ~ als - - @

Starting Sysiem Logging Sérvice..A

", ["./82.bin"], ex7ffedafecfbe /* 48 vars */) = ©
ﬁ ) e =1 [ 16.473908] audit: type=1107 audit(1700168127.159:4): pid=1 uid=0 a1l
ubuntugubuntu:-$ 1s -lah 82.bin [ 16.473908] exe="/usr/lib/systemd/systemd" sauid=0 hostname=? addr
e Shlelndil b i e [ 16.482553] audit: type=1107 audit(1700168127.168:5): pid=1 uid=0 al
s2:bla: ELF a4 bl 158 executable, xB6:64, (verston 1/(SYSV); statlcauty; f 16.482553] exe="/usr/lib/systemd/systemd" sauid=0 hostname=? addr’
ubuntugubuntu:~$ sha2sésum 82.| 2l : :
s2.otn [ OK ] Finished Helper to synchronize boot up for ifupdown.
. b Caabintiics I Starting Raise network interfaces...
[ OK ] Started System Logging Service.
[ OK ] Finished getty on tty2-tty.. and logind are not available.
C) 4 64 Q 369 ﬂd[ 16.683259] e2scrub_all (131) used greatest stack depth: 25464 bytet
[ 0K ] Finished Remove Stale Onli.ext4 Metadata Check Snapshots.
R [ 16.834542] e1000: eth® NIC Link is Up 1000 Mbps Full Duplex, Flow X
Ovsstx @0@vsstx - Jul 7, 2021 [ 16.836125] IPv6: ADDRCONF(NETDEV_CHANGE): eth®: link becomes ready
Purpose ? [ 0K ] Finished Raise network interfaces.
[ OK ] Reached target Network
Q1 n V) 1l Starting OpenBSD Secure Shell server..

Battle Programmer Yuu
@netspooky

Starting Permit User Sessions...

Finished Permit User Sessions.

Started Getty on ttyl

Started Getty on tty2.

Started Getty on tty3.

Started Getty on tty4.

Started Getty on tty5.

Started Getty on tty6.

Started Serial Getty on ttySe.

Reached target Login Prompts.

Started OpenBSD Secure Shell server

Reached target Multi-User System.

Reached target Graphical Interface.

Starting Update UTMP about System Runlevel Changes...
Finished Update UTMP about System Runlevel Changes.

OK

. g oK

e T o Lan L]
cooo
x

OK

“,[ 0K

& :” Debian GNU/Linux 11 localhost ttyS®

2> "\'localhost login: root
2% -"Linux localhost 6.2.0 #1 SMP PREEMPT DYNAMIC Thu Nov 16 15:49:24 EST 24
i 3 A S
Yo S #.'#"The programs included with the Debian GNU/Linux system are free softwa;
. “the exact distribution terms for each program are described in the
S individual files in /usr/share/doc/*/copyright.
Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

~permitted by applicable law.

JA valid context for root could not be obtained.
- root@localhost:~# uname -a
) s ‘4 3 > Linux localhost 6.2.0 #1 SMP PREEMPT_DYNAMIC Thu Nov 16 15:49:24 EST 2x
< 5 3 root@localhost :~# whoami

x v

ond somehmes you hqve ’ro bUI|d cnd debug The kernel X
hﬁps / /nghUb com/deepseonglrl/eosylkb A5

0xffff888é@cb2@c28 @;Eﬂﬁﬁééﬁﬁﬁﬁﬂﬂﬂﬂée - vaEE@ﬂﬁﬁﬁﬁﬁﬁﬁ@@@@D”

Oxffff888013977dc8 +0x0908

Oxffff888013977dd0 (+0x0010: Oxffff88800cb20ca®d - 0x00010102464c457f - 0x00010102464c457f
Oxffff888013977dd8 (+0x0018: Oxffffed1001964188 - Ox0000000000000000 - Ox0000000000000000
Oxffff888013977ded |+0x0020: Ox1ffff1100272efc3 - Ox1ffff1100272efc3
Oxffff888013977de8 [+0x0028: Oxffffed1001964185 - -
Oxffff888013977df0 |+0x0030: Oxffff888013977e38 - 0x0000000000000100 - 0x0000000000000100
Oxffff888013977df8 |+0x0038: 0x0000000081424c3a -~ 0x0000000081424c3a
code:x86:64

- Oxffffffff81895570 <load_elf_binary+0> endbr64

Oxffffffff81895574 <load_elf_binary+4> push ri5

Oxffffffff81895576 <load_elf_binary+6> mov ri5, rdi

Oxffffffff81895579 <load_elf_binary+9> push ri4

Oxffffffff8189557b <load_elf_binary+11> push ri3

Oxffffffff8189557d <load_elf_binary+13> push ri2

source:fs/binfmt_elf.c+819

- 819 {

820 struct file xinterpreter = NULL; /* to shut gcc up */
821 unsigned long load_bias = @, phdr_addr = 0;
822 int first_pt_load = 1;
823 unsigned long error;
824 struct elf_phdr *elf_ppnt, *elf_phdata, *interp_elf_phdata = NULL;
threads
[#0] Id 1, stopped Oxffffffff83f0e79f in default_idle (), reason: BREAKPOINT
[#1] Id 2, stopped Oxffffffff81895570 in load_elf binary (), reason: BREAKPOINT
trace

[#0] Oxffffffff81895570 ~ load_elf_binary(bprm=0xffff88800cb20c00)

[#1] exffffffff817571aa » search_binary_handler(bprm=0xffff88800cb20c60)

[#2] oxffffffff817571aa » exec_binprm(bprm=0xffff88800cb20cO0)

[#3] oxffffffff817571aa » bprm_execve(flags=<optimized out>, filename=<optimized out>, fd=<optimized out>, bprm=0
xffff88800cb20c00)

[#4] Oxffffffff817571aa ~
s=<optimized out>)

[#5] exffffffff8175afa3 » do_execveat_common(fd=@xffffff9c, filename=0xffff88800c4de600, flags=0x@, argv=<optimiz
ed out>, envp=<optimized out>)

[#6] Oxffffffff8175e5dc ~ do_execve(__envp=0x55678577e6f0, __argv=0x556785783100, filename=<optimized out>)

[#7] oxffffffff8175e5dc - __do_sys_execve(envp=0x55678577e6f0, argv=0x556785783100, filename=<optimized out>)
[#8] Oxffffffff8175e5dc » __se_sys_execve(envp=0x55678577e6f0, argv=0x556785783100, filename=<optimized out>)
[#9] exffffffff8175e5dc » __x64_sys_execve(regs=0xffff888013977f58)

bprm_execve(bprm=0xffff88800cb20c00, fd=<optimized out>, filename=<optimized out>, flag

2
-
o
=
.ugf» l




ELF64/x64 - 73 bytes by |m978 (2023)

Im978 created a 73 byte elf that re’rurns 43
and a 81 byte ELF that prln’rs Hello World'

They created a smqller ELE ’rhan Onyone else
so far by simply s’ror’rmg from first prmaples

Used the p_ ’rype of ET_DYN (3) ms’reod of
ET_EXEC.(2) :

p_flags overlay with é_’rype/, retains v’rhe
bottom bit needed to set PF_X

h’r’rps://’rmpou‘r.sh/3/22;hTmI' g

ELFHEADER A—
PRGHEADER
00000000: 745 4c46

ELFHEADER G— H—
PRGHEADER p flagsy
00000010: 0300 3e00

B1C; DyEq F

1
rP_type—
b0e7 40b7 2a0f 0500 0100 0000

I 3

ip_offset————— p. vaddr——
0cO0 0000 OOOO 0OOO OcOHO 0060

ELFHEADER K
PRGHEADER—p vaddr
00000020: OcOO 0000

Y1) )= O | —

PRGHEADER—p fileszy
00000030: 0160 0000

PRGHEADER—p align
00000040: GOOO GOOO

L

| |
rp_paddr rp filesz—
0000 0000 0OOO COOO COOO 3800

rp_memsz————— rp_align—
0000 3800 0100 00OO 0OEO 0OOO

0000 00eb bb



BGGP2: Janus by xcellerator (20221)‘

A 7 way polyglot ELF, x86 Boo’rlood‘ergf COM RAR,
ZIP, GNU Mul’r|boo’r2 image. and Commodore 64
program in 512 bytes.

https:.// xcelIeroTor.gi’r‘h_L:jb-.io/ pols’rﬂs/ bgg.le\/! ~‘
See a detailed breokdov\m,in‘ PoCIIGTFOZQ:H

https:/www: olchemlstowl org/ pocorg’rfo/ pocorg

tf022 pdf

pccel lerator/ janus .com|
SIZE: 512

FILES: x86 Bootloader, COM, (A3,

64 PRG

, 21 » G
SHAZ56: b2d03260b232303elea264bce3fBdeS?f05£51bfeaebb02a56485134ee3adef

SCORE: 4.1328

CoM

?z x janus.com
grub-file ——is-x86-multibootZ2 janus.com
x64 janus.com # Use VICE emulator or similar

dosbox janus.com
./ janus.com

$
9
$
$ unrar janus.com
9
$
9

Boot loader/COM
C64
[ELE)
000: 4c 46 Oa 00 9e 20 28 32 34 39 31 29 00 00
010: 02 00 3e 00 00 00 00 00 aa 00 40 00 00 00 00 0O
020: 4a 00 00 00 00 00 00 00 b4 Oe b? 00 b3 00 cd 10
030: 90 90 90 c3 40 00 38 00 01 00
040: 01 00 00 00 05 00
050: 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00
060: 00 00 58 58 58 58 58 58 58 58 2b 00 00 00 00 00
070: 00 00 2b 00 00 00 00 00 00 00
080:
090:
0a0: bo 01 66 89 c? be
0bO: 11 01 40 00 b2 32 Of 05 bO 3c 66 ff c? Of 0552
0c0: 61-72-21-1a—07-00—cf-90-73-00-00-0d-00-00-00- 00 | i
0d0: 00 00 00 4a 92 74 20 80 3e 00 33 00 00 00 33 00
0e0: 00 00 02 b1l 9c c4 8a a® 6c 28 Oc 14 30 1le 00 20|}
0f0: 00 00 00 50-4b—03-04-0a—00-00-00-00-00-58-58-58
100: 58-60-ab-'dl 2c 30 00 00 00 30 00 00 00 00 00 00
110: 00 42 47 47 50 20 32 30 32 31 20 47 4f 54 20 4d
120: 45 20 54 48 49 4e 4b 49 4e 47 20 53 54 52 41 4e
130: 4?7 45 ZOJ—Zd—ZO—78—63—65—65—6(:—65—?2—61—?1—6f—?2
140: L0a—0d—00/241c4 3d ?b 00 40 07 00 50 4b 01 02 00
150: 00 0a 00 00 00 00 00 58 58 58 58 60 ab d1 2c 30
160: 00 00 00 30 00 00 00 Of 00 00 00 00 00 58 58 58
170: 58 58 58 58 58 f3 00 00 00 60 b4 86 bO 00 b9 01
180: 00 ba 00 00 cd 15 61 c3 50 4b 05 06J00—00—55—‘55
190: 8-58-01-00-3d-00-00-00-4b-01-00-00-58-58-58 591
1a0: HI-d6-50-52-e8-00-00-00-00-00-01-00-00'2a-ae—ad—1?
1b0:
1co:
1d0:
1e0:
1f0: 55 aa
| RUN |
x86 Bootloader genu-system-x86_64 janus.com

ELF Code

CELF... (2491)..

B(‘(‘P 2021 GOT M

j E THINKING STRAN

GE - xcellerator
T .
XXXX*..,0




ELF formoT ' ~‘

We (rqu & 1) uncovered ’rhe essence of
the LKM, the ThIS module s’rruc’r

\,\\,'

[T Minimum viable LKM [LLEEEEEEEEEREREEEEEEEEERRREEEEEEEEEEEEEEEEEEEEEEEE PP PP PR e

From a combination of trial and error, looking at source code, and stripping down a larger module,
the minimum requirements for a kernel module seem to be:

(— 1. ELF Header

While some parts of it can be tampered with, elf_validity_check validates a lot of fields
and doesn't leave a whole lot of room to overlay data.

See kernel/module.c:elf_validity_check for the validation logic.

(— 2. Section Headers

— sh_null

elf_validity_check validates that the first section header has sh_type==SHT_NULL (@)},

sh_size==0, and sh_addr==0. All other fields are ignored.

— sumtab

setup_load_info expects exactly one SHT_SYMTAB section, and will error out if no
symtab is found. The sh_name is ignored, and the type must be SHT_SYMTAB

— .gnu.linkonce.this_module

setup_load_info searches for this section by name, and errors out if not found.
This is used to find the offset of this_module, which is a struct module.

— shstrtab

Because .gnu.linkonce.this_module is searched for by name, we need a shstrtab. This
is resolved by looking at the e_shstrndx field of the ELF header, and the sh_name
is ignored.

.modinfo

Technically not needed if CONFIG_MODULE_FORCE_LOAD is used, but you will taint the
kernel without this.

text ok

Although not strictly necessary to loadsunload the module, a .text section and a

relocation section are required to run code

— 3. this_module (module struct)

this isn't validated very strictly.

A module struct (this_module). As vou'll see later,
but only a

This is a very large (almost 1kb!) struct depending on the configuration,
handful of fields need to be valid.

This is the this_module struct that .gnu.linkonce.this_module points to.




[11 The module steuct [IITLLEELEEEEECEEEEEEEEEEEEEEEREEEEEEEEEEEEEEREEE R P PR EEEE PR e erer el

The format of a module struct is defined in includeslinux/module.h [S]. The struct is huge and the
X presence of some fields depends on kernel configuration. If you don't want to think about which
\ ' flags your kernel has set, you can dump the struct from the compiled kernel with gdb:

. S * % gdb -g -batch -ex 'ptype struct module' vmlinux

. ! v » b type = struct module §
o 3 : N enum module_state state;
\ X I A struct list_head list;

char name [56] ;
struct module_kobject mkobj;
(s ¥ A struct module_attribute xmodinfo_attrs;
<7y 3 F const char xversion;
% ) $ : const char *srcversion;
struct kobject xholders_dir;

One of the reasons LKMs aren't portableis = & eieeiielon

because they must be built for the speclﬂc T

unsigned int num_gpl_sums;
const struct kernel_symbol xgpl_syms;

kernel version ’rho’r IT m’rends ‘ro run on i S mmssemplons

4 4 bool async_probe_reguested;
\ 1 ¢ SRR TS unsigned int num_exentries;
: struct exception_table_entry xextable;
int (xinit) (void);

The fields in ’rhns module mc;y chonge or OF et e v coe oo

struct module_layout init_layout;

hcve dlfferenf reqL“remenTS dependlng On = Rather than truing to understand every field, lets look at a typical this_module:

$ readelf -x .gnu.linkonce.this_module hello.ko
Hex dump of section '.gnu.linkonce.this_module':

kernel VerS|On : ' ; ’ 3 NS e NOTE: This section has relocations against it, but these have NOT been applied to this dump.

@
SA Q 10 68655c6C 6000000
4 \ ) 20
- Xt ! [} 30
> [ 4
Q S
] 6

This is almost entirely empty except for the module name, although readelf helpfully points out that
there are relocations for this section. Lets look at those:

https://tmpout:sh/3/19.html

$ readelf -r hello.ko

----- snip-----
Relocation section '.rela.gnu.linkonce.this_module' at offset @xlac2e contains 2 entries:
Offset Info Type Sym. value Sym. Name + Addend
138 0025 1 R_X86_64_64 0000000000000000 init_module + @
328 002 1 R_X86_64_64 0000000000000000 cleanup_module + @
----- snip-----

The only relocations are for the init_module and cleanup_module functions, which correspond to
the module->init and module->exit fields.

[S] https://elixir.bootlin.com/linux/vS.15/sourcesinclude/linux/module.h#L364



BITS 64

OxFFtactics.asm T

Created this ELF64 with every field hofe o
maxed out. It returns "6" whenrun. L
e VD ; é ‘ i 8§g;FFFFFFFFFFFFFF
: o T AL oAN JE dw 0x3e
Try it out-on your favorite foolstosee. =+ - da oxartrrrErrors
: : 0 : ‘ ' §3 OXFFFFFFFFFFFFFFFF

what happens!! o s 4l i

Ll LA dw OXFFFF
y \ i ] dw 0x38
; ¢ dw 1
https://tTm t.sh/2/11 html AL R w OxFEFE
pS pOU S - = y Vi AP dw OXFFFF
) s ; ) dw OXFFFF
» readelf -aw oxff B
<. ELF Header:
Aotemn Magic: 7 45 4c 46 Te IT I T T T T T T T T T
ETeesy Class: <unknown: fe> AN
. Data: <unknown: ff> phdr: dd 1
C Version 255 <unknown> dd OXFFFFFFFF
0S/ABI: <unknown: ff>
o ABI Version: 255 dq (0]
o Type: EXEC (Executable file) dq £
Machine: Advanced Micro Devices X86-64
b version: OXFIFFFre dq OxFFFFFFFFFFFFFFFF
“ I Entry p?m[ adm’e’ss‘i fofffzew iy dq Ox7FFFFFFQO
start of program headers: 20479 (bytes into file
sl start of section headers: 64 (bytes into file) dq 0x7FFFFFFOO
W Flags: ox0 dq OxFFFFFFFFFFFFFFFE
size of this header: 65535 (bytes) S =
>\ Size of program headers: 65535 (bytes) start: al /OX3C
Number of program headers: 65535 di, 6
m size of section headers: 65535 (bytes)
o— Number of section headers: 65535
Section header string table index: 65535 <corrupt: out of range>
l readelf: Warning: The e_shentsize field in the ELF header is larger than the size of an

ELF section header

readelf: Error: Reading 4294836225 bytes extends past end of file for section headers
readelf: Error: Section headers are not available!

readelf: Error: Too many program headers - Oxffff - the file is not that big

There is no dynamic section in this file.
readelf: Error: Too many program headers - OXffff - the file is not that big



y ¥ \

A AN

o

All the places you can store data in tiny ELF64 headers

5 U, oy
Name OFFS | SZ | OW? | Note ASERD 3 :
EI_MAGO 0%00 1 | NO "\\x7F', Part of the magic value. £
EI_MAG1 ox01 1 | ND 'E', Part of the magic value.
EI_MAG2 ox02 1 | ND 'L', Part of the magic value. Name OFFS | Sz | oW? | Note
EI_MAG3 0x03 1 | ND 'F', Part of the magic value.
EI_CLASS 9x04 1 | YES | values 1 (32 Bit) and 2 (A4 Bit) are valid P_TYPE ox00 4 | NO The first one needs to be 1, SIGSEGY otherwise
EI_DATA 905 1 | YES | values 1 (LSB) and 2 (MSB) are expected P_FLAGS %04 4 | PRT | Only the bottom byte is needed
EI_VERSION 9x06 1 | YES | Only "1" is defined, not checked P_OFFSET | oxe8 8 | ND Pretty much must be @ for the first PT_LOAD
EI_0SABI axe7 1 | YES | This might actually be deprecated? P_VADDR 0x10 8 | NO This is required
EI_ABIVERSION | 9x08 1 | YES | This might actually be deprecated? P_PADDR 0x18 8 | YES | This seems to be largely ignored, but will need more testing
EI_PAD ox09 7 | YES | Free real estate ;) P_FILESZ | oxZ20 8 | PRT | As long as p_memsz > p_filesz > actual file size, it's okay
E_TYPE ox10 2 | NO The type of object file, ET_EXEC, ET_DYN etc. P_MEMSZ2 9x28 8 | PRT | As long as p_memsz > p_filesz > actual file size, it's okay
E_MACHINE ax12 2 NO This is the CPU arch P_ALIGN 0x30 8 PRT | Must be a power of 2
E_VERSION 9x14 4 | YES | Not checked, version 1 is the only version
E_ENTRY ox18 | 8 | NO | Entrypoint ) .
E_PHOFF 9%20 a | NO Program header offset. Visual representation of what can be overwritten in the Program Header, indicated by _:
E_SHOFF gx28 8 | YES | Only if no section headers are defined
E_FLAGS %30 4 YES Processor specific flags 00000040: 0100 0000 !!__ ____ 0000 0000 0000 0000 ................
E_EHSIZE ox34 | 2 | YES | ELF Header Size. Can be o 0o000050: o0 ____ __!_ @000 ____ ____ ____ ____ ..Q...... e.....
E_PHENTSIZE gx36 2 | NO Size of a program header, actually matters 0000@6603 Ph o 0100 0000 !!__ ____ 0100 0000 ................
E_PHNUM 2x38 2 | ND Number of program headers @ogeoove: _!__ ____ ____ ...
E=SHENT kel oxan 3 ESgf seesing HeadEP.SlZE This one is a little more complicated. All of the !'s represent a nibble {4 bits) that has it's own
E_S:gggwox g:gg g xgg ﬁﬁTgegegiiﬁﬁgtéﬁgigeafggie  Adeimimber limitations. This is due to some hard limits set elsewhere in the kernel {more on that later), that
- g you have to abide by to make your binary work. All told, there is roughly 32 out of 56 bytes in this

header that can be used.
Visual representation of what can be overwritten in the ELF Header, indicated by _:

00000000: 745 4c46 ____ ____ ____ ____ ____ ____ CEEE S ‘ - >
00000010: 0300 3200 ____ ____ 5058 9000 0000 0000 ..>..... Femae g
00000020: 4000 0000 0000 0000 ____ ____ ____ ____ g <

00000030: 3800 0100 @.8...6.....
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Let's compile a simple program to demonstrate.

#include <stdio.h>
void main() { printf("lol\n'); }

If we run the first binary and examine with readelf, we can see it's a normal ELF, that
executes as expected.

o .
A \ [user@localhost] - [08:31:53] - [7]
ndianness Bug
y lol

0
[user@localhost] - [08:32:01] - [7]
$ readelf -h endiantest

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 00 00 00 00 00 00 00 00
N < Class:
Th . . | b ff _I_ _I_h Data: 2's complement, little endian
Version: 1 (current)
IS IS Q SIMpie puUg airecCis many tings. e Sl
» ABI Version: 9
Ky RS ; A Type: DYN (Shared object file)
§ Machine: Advanced Micro Devices X86-64
. . . . Version: ox1
; Entry point address: 9x530
Changing the ei_data field swaps the endianness, Erivyoint s B
3 ) Start of section headers: 6440 (bytes into file)
i X Flags: %0
_ 3 3 Size of this header: 64 (bytes)
which causes many parsers o break. _ e
4 < b g Number of program headers: 9
> Size of section headers: 64 (hytes)
Number of section headers: 29

Section header string table index: 28

The kernel doesn't care about this field because R s e e e
e_machine is the source of fruth for architecture. e

1ol
[user@localhost] - [08:32:12] - [7]
$ readelf -h endiantest2

SA ELF Header:
5 t v Magic: 7f 45 4c 46 02 02 01 00 00 00 00 00 00 00 00 00
tfps:/itmpout.s aftm
2 3 5 Data: 2's complement, big endian
i Version: 1 (current)

0S/ABI: UNIX - System V
ABI Version: 9
Type: <unknown>: 300
Machine: <unknown>: @x3e00
Version: 0x1000000
Entry point address: 0x3005000000000000
Start of program headers: 4611686018427387994 (bytes into file)
Start of section headers: 2889340635934883840 (bytes into file)
Flags: %0
Size of this header: 16384 (bytes)
Size of program headers: 14336 (hytes)
Number of program headers: 2304
Size of section headers: 16384 (bytes)
Number of section headers: 7424

Section header string table index: 7168
readelf: Warning: The e_shentsize field in the ELF header is larger than the size of
an ELF section header
readelf: Error: Reading 121634816 bytes extends past end of file for section headers
readelf: Error: Too many program headers - 9x900 - the file is not that big



NTADR AL A

Endianness Bug: readelf /binutls

PR P lor P Y T PN A . SRy S
This is an example of an unpacked, unstripped, Mirai binary targeting MIPS. 5 By setting ei_data to 1, the analysis breaks.
» readelf -h Eros.mi b :
EL;e:E:dem ros.mips \ » readelf -h le.Eros.mips
Magic: 7f 45 4c 46 91 02 01 00 00 00 00 00 00 00 00 00 ) ELF Header:
Class: ELF32 i Magic: 7f 45 4c 46 01 91 91 00 00 00 00 00 00 00 00 00
Data: 2's complement, hig endian X Class: ELF32
version: 1 {current) N Z ] ; i
0S/ABI: UNIX - System S Sata._ ) E ? complfr)nent, little endian
ABI Version: @ g ersion: curren
Type: EXEC (Executable file) x 0S/ABI: UNIX - System ¥
Machine: MIPS R3000 ‘. ABI Version: g
\E/ﬁ:r’itjugéint address: 2:500260 € JupE: P
Start of program headers: 52 (bytes into file) \ Ma':h%nef <unknouwn> : 9x30@
Start of section headers: 63032 (bytes into file) Versmn', 0x1000000
Flags: 0x1007, noreorder, pic, cpic, 032, mipsi i Entry point address: 0x60024000 ! i
Size of this header: 52 (bytes) A Start of program headers: 872415232 (bytes into file)
Size of program headers: 32 (bytes) Start of section headers: 955645952 (bytes into file)
Number of program headers: 3 Flags: Ox7100000
Size of section headers: 40 (hytes) o s 2 : i
NGTbor L Sociion Feadors: 14 425 Size of this header: 13312 (bytes)
Section header string table index: 13 Size of program headers: 8192 (bytes)
7 Number of program headers: 768
In an ELF file, the endianness is set by the ELF header field ei_data. In a big endian S Size of section headers: 10249 (hytes)
MIPS binary, ei_data = 2. For all little endian binaries, ei_data = 1. . Number of section headers: 3584
: Section header string table index: 3328
ELF HERDER - First 16 Bytes ] . 7 : 3 ; :
A ei_magic "\ 7FELF" > | readelf: Warning: The e_shentsize field in the ELF header is larger than the size of an
B ei_class 1 = 32 Bit, 2 = 64 Bit (A-ackshully: If LSB = 1, 32 bit, else, 64 bit) ELF section header
C ei_data 1 = Little Endian, 2 = Big Endian readelf: Error: Reading 36700160 hytes extends past end of file for section headers
D ei_version ELF Version, only "1" is defined readelf: Warning: The e_phentsize field in the ELF header is larger than the size of an
E ei_osabi 0S/ABI Version N ELF program header
F ei_pad 8 Butes, 4 U :3 3 3
s by X readelf: Error: Reading 6291456 hytes extends past end of file for program headers



Endianness Bug

: Anti-Analysis Tricks

b 1
s Import /C:/Users/u/Downloads/Eros.mips X ## Import /C:/Users/u/Downloads/le.Eros.mips X
Format: | Executable and Linking Format (ELF) v|@® Format: | Executable and Linking Format (ELF) v @
Language: | MIPS:BE:32:default:default Language:
Destination Folder: | htb:/ Destination Folder: | htb:/
Program Name: | Eros.mips Program Name: | le.Eros.mips
Options... Options
0K Cancel 0K Cancel
L [}
Load file C:\Users\user\Downloads\Eros.mips as Load file C:\Users\user\Downloads e Eros.mips as
{ELF for MIPS (Executable) [eifbd.dii] {ELF for Unknown CPU [2048] (Unk [elf6d.dIl]
Binary file Binary file
Processor type (double-dlick to set) Processor type (double-click to set)
MIPS & RSP big endian mipsr Intel Pentium il p3
MIPS & RSP little endian mipsrl Intel Pentium Pro (P6) with MMX 80686p
MIPS R5900 (Sony Playstation2) big endian 15900b Intel Pentium protected with MMX 80586p
MIPS R5900 (Sony Playstation2) little endian 159001 Intel Pentium real with MMX 80586r
MIPS big endian mipsb MetaPC (disassemble all opcodes) metapc
MIPS little endian mipsl I Intel 860 processors

Analysis
Enabled

Indicator enabled

Loading segment 0x0000000000000000 Kernel options 1 Kernel options 2

Loading offset  0x0000000000000000 Processor options

Options
M Create segments

M Create FLAT group

Il Create imports segment

M Loading options
B Fill segment gaps
I Load as code segment

Load resources
Rename DLL entries
B Manual load

OK

Unmodified

Cancel Help

Analysis
Enabled

Indicator enabled

Kernel options 3 Loading segment 0x0000000000000000 Kernel options 1 | Kernel options 2 | Kernel options 3

Loading offset  0x0000000000000000 Processor options

Options
B Create segments

M Create FLAT group

Il Create imports segment

M Loading options
M Fill segment gaps
M Load as code segment

M Load resources
Rename DLL entries
M Manual load

oK

Cancel Help

* rabin2
HARNING:
HARNING:
HARNING:
arch
baddr
binsz
bintype
bits
canary
class
crypto
endian
havecode
laddr
lang
linenum
lsyms
machine
Maxopsz
minopsz
nx

0s
pcalign
pic
relocs
rpath
sanitiz
static
stripped
subsys
va

-1 le.Eros.mips

get_sections_from_phdr: assertion 'bin & bin->phdr' failed (line 2832
get_sections_from_phdr: assertion 'bin &% bin->phdr' failed (line 2832
get_sections_from_phdr: assertion 'bin & bin->phdr' failed (line 2832
%86

9x0

63593

elf

32

false
ELF32
false
little
true

9x0

€

true

true
<unknown> :
16

ik

false
linux

]

false
true

NONE
false
true
false
linux
true

0x800



Homework: Bypass VirusTotal Detections

Take some known ELF malware with lots of

sighatures, and change the ei_data field to

the opposite endianness.

See how many detections the ‘binorvy gets
before and after. :)

What other header fie{d modifico’ridns(fool
the detection engines?

D VirusTotal Scanner

' Y, VirusTotal Scanner
% Perform 70+ Anti-virus Scan using VirusTotal

Select File D:\putty64.exe

SHA256 Hash  16cbe40fb24ce2d422afddb5a%0a580 1ced32ef52c22c2fc77b25a908:

9 VirusTotal Scan

Download Our Password Recovery and Windows Security Softwares

Pictured: Totally real VirusTotal Scanner



Debugging the parser

Our buffer is as follows:

4045 4ddf 4edl 4445
482c 204c 454d 4fde
000020 [4d4f 4ed1 4445 2c20|4cS5 4820 4cSS 482c [MONADE, LUH LUH,
204c 454d 4fde 4144|4520 200a 000 4845| LEMONADE ...HE

2 0|5320 4247 4750 330a| |v BGGP3.
I E I F Bug : ' . 3 Get set up with the debugger:

2020 4c55 4820 4c55
4144 4520 2003 4cd5

LEMONADE, LUH LU
H, LEMONADE .LE

--args shome/user/rizin/rizin-9.3.4/build/binrz/rz-bin/rz-bin -I lemonade.bin

start

break rz_bin_le_get_sections
continue

break 344

At this point, we are just after the check that the section was properly allocated. LEt’s examine

In both radare2 and rizin, changing the first byfe of B s

This is the header that rizin now has internally

any ELF file to an "L" would trigger the Linear = "L

N border
worder
level

Executable parser instead of the ELF parser. Thls g
triggered a very long loop which DOS'd both
programs until they ran out of memory.

mpages =

ded4‘4c<u~
fixupsum = @x44414edf,
ldrsize = oxa2! 5

N A e NS -

This was found dUring_:B'GGP3 S :

rsrctab

' e rsrcent
restab = 0x@

\ enttab =

https://n0.lol/lemonade/ | e
. . s frectab = oxe,
impmod = @
4 impmodcnt
» impproc = 0x@,
pagesum
datapage = 0x0,
preload .
nrestab = 0x0,
cbnrestab = oxo,
nressum = 9x0,
autodata
debuginfo
debuglen
instprel
instdemand
. heaps
stack

The very last member h->objcnt has 9xa335047 entries. This coincides with the “GP3\n” at the end of
the PoC file.

Rizin will now try to allocate 0xa335047 new objects to copy data from the file into memory. This is
of course, not ideal.



LELF Memory Corruption

Tested older versions of the parser

The radare2 4.2.1 LE parser had similar
logic, but the section mapping whlle
iterating over headers didn't have
enough checks

Led to out of bounds reods and Wr|Tes
until it crashed

The patch was pushed a day after this
version was released

[ 1 file changed +10-5 lines changed

v libr/bin/format/le/le.c [ -%

* 3@ -102,7 +102,7 @@ RList *__get_entries(r_bin_le_obj_t *bin

02 if ((header.type & ~ENTRY_PARAMETER_TYPING_PRESENT)

103 offset += sizeof (header.type) + sizeof (header.count);
164 04 while (header.count) {
105 - r_list_append (1, (uté4 *)-1);

esE + r_list_append (1, strdup ("")); /Z/ (ut64 *)-1);
06 1 header.count--;
107 107 }
10: 1 continue;

: 161,10 +161,12 @@ static void get_symbols_at(r_bin_le_obj_t *bin, RList *syml, RList *entl,

161 161 }
62 1 if (sym->ordinal) {
163 163 const char *n = r_list_get_n (entl, sym->ordinal - 1);
164 - sym->vaddr = r_num_get (NULL, n);
165 = sym->bind = R_BIN_BIND_GLOBAL_STR;
166 - sym->type = R_BIN_TYPE_FUNC_STR;
167 - r_list_append (syml, sym);

164 + if (n) {

1658 + sym->vaddr = r_num_get (NULL, n);

166 + sym->bind = R_BIN_BIND_GLOBAL_STR;

167 + sym->type = R_BIN_TYPE_FUNC_STR;

168 + r_list_append (syml, sym);

1690 + }
168 170 } else {
169 171 r_bin_symbol_free (sym);
1 5

i ) -321,6 +323,9 @@ RList *r_bin_le_get_sections(r_bin_le_obj_t *bin) {

321 323 return 1;
322 324 }
323 325 LE_object_entry *entry = &bin->objtbl[i];

326 + if  (lentry) {

327 + return 1;

328 + 3

329 sec->name = r_str_newf ("obj.%d", i + 1);
325 330 sec->vsize = entry->virtual_size;

sec->vaddr = entry->reloc_base_addr;

) {
== UNUSED_ENTRY) {

ut

64



Just For Fun - ,Puf’ring Arf*lnlDthmic; Sec’rions

Just like changing PT NOTE ’ro PT LOAD o’rher s’rruc’rures can be modlfled to
include additional data ‘

vn_file is-a poinfer to a string that is.’rhe!hdrﬁe, of a needed libc version

- Elfxx_Verneed

DATA NAME DESCRIPTION
9160 — wn_version — Yersion of the structure. ld only processes version 1.
0560 vn_cnt Number of associated verneed array entries.
0100 0000 — yn_file —— 0Offset of the file name string in the section header.
1666 6660 — vn_aux 0ffset of the corresponding entry in the vernaux array.
0000 0000 — yn_next —— 0Offset of the next verneed entry.
- Elfxx_Vernaux
DATA NAME DESCRIPTION
1369 690d — vna_hash — Dependency name hash value (ELF hash function).
0000 vna_flags — Dependency information flag bitmask.
0600 yna_other — 0Object file version identifier used in the .gnu.version

symbol version array. If bit 15 is set, this object is
ignored by the linker.
7302 0000 — vna_name — 0ffset of dependency name string in the section header.
1600 0000 — yna_next — 0Offset of next wvernaux entry.




Just For Fun - Pu'rhng Art In Dynamlc Sechons

user@computer:™s .fmgtonlalnarg elf
./myCoolBinary.elf: /lib/x86_64-linux-gnuslibc.so.6: version =
S N e o
LHUHHH DD TE?MB8HHE - .

LD is short for .¥x#M@E!! [|XIMEEEEEEWH®: .

cHHLELI?HD 2 1 E 1 EEEEEEEEER0K -
Lotsa Damage !!“ T TSI HEEEEEEEEEEEK :
™2 IHIZ T UEE | PREEEEEEEEMM |
=0x0 TITLLLYY SRR | | YEEEEEERMM |
L™ M TASEEBHE 2 ?#MRRMMM |
netspooky “OWUx bk T UAEBEER1111772111

1¥- ME3s$ CUTHET 1 8SHUKU™
1% VHSEIm: B R 3 % 3
21 TTEBEEOxK.  xHH- YUUEax
..... SR A | ~MITHESAAHEX? S 7
WE@AMI 1! 1™ 1) CiKUMSH Y T :
B ool I IWMEEEETi. ¢ . IHUN+!"

el e ”$$$B$$$!H:U!T§$HN
Y K@ - 7@HTHO(M'k$EBHETHS !

Hl B = ?$$$B$Hu(”**$6ﬂ!
$R@1.TT | : “tt3EEBEEen:
PHETAHX. ™ = -T2 % %3

" not found {required by ./myCoolBinary.elf)



$ ./build.sh
Executing initial binary ...

o PUPPYSPYPSYPPUP
ELF64 qulnd rome 00000000: 7f45 4cd6 050f ff31 483c b090 9090 eb3d
00000010: 0200 3¢00 0100 0000 0400 0000 0100 0000
5| 00000020: 1¢00 0000 0000 0000 0000 0000 0000 0000
00000030: 0100 0000 4000 3800 0100 0200 ebOb 0000
00000040: 0000 0000 ebOb 0000 0000 0000 3ceb 031 ...... P
00000050: 4850 5550 5059 5350 5950 5359 5050 5550 HPUPPYSPYPSYPPUP
00000060: ebl8 9090 9090 9005 0f95 b640 20e6 c148 @
For BGGP] 00000070: 689 0fb2 ¢789 0000 0001 bSO 0000 0089
00000080: c7b2 0f89 c648 cle6 2040 b695 0£05 9090
00000090: 9090 9018 eb50 5550 5059 5350 5950 5359
000000a0: 5050 5550 4831 cOeb 3c00 0000 0000 000b
EE T (j ¢ 000000b0: eb00 0000 0000 000b eb00 0200 0100 3800
Xecures cogae in reverse 5| 000000c0: 4000 0000 0100 0000 0000 0000 0000 0000
000000d0: 0000 0000 1c00 0000 0100 0000 0400 0000
000000¢0: 0100 3e00 0234 eb90 9090 b03c 4831 ffOf
000000£0: 0546 4cd5 7f

Brute forced all the short % msemma

Executing binary in reverse...

PUPPYSPYPSYPPUP

Jumps for X86_64 ) 2¢ 00000000: 7f45 4c46 050f ff31 483c¢ b090 9090 eb34

00000010: 0200 3e00 0100 0000 0400 0000 0100 0000
00000020: 1c00 0000 0000 0000 0000 0000 0000 0000
00000030: 0100 0000 4000 3800 0100 0200 ebOb 0000

. N - p 00000040: 0000 0000 ebOb 0000 0000 0000 3ceb c031
hTTpS//WWWOlChemISTOWIOr 00000050: 4850 5550 ('7(;5‘; 5350 5950 5359 58(’%(; ;550

00000060: eb18 9090 9090 9005 0f95 b640 20e6 c148

00000070: ¢689 0fb2 ¢789 0000 0001 b&01 0000 0089
g/pocorgtfol/pocorgtfo2lpdf 5l At e M

00000090: 9090 9018 eb50 5550 5059 5350 5950 5359
000000a0: 5050 5550 4831 cOeb 3c¢00 0000 0000 000b
000000b0: eb00 0000 0000 000b eb00 0200 0100 3800
000000c0: 4000 0000 0100 0000 0000 0000 0000 0000
000000d0: 0000 0000 1¢00 0000 0100 0000 0400 0000
000000e0: 0100 3e00 0234 eb90 9090 b03c 4831 ffOf
000000f0: 0546 4c45 Tf

Comparing hashes ...
c082d226c96b7251649c48526dd9766071fabe59 s.bggp
c082d226c96b7251649¢48526dd9766071fa5e59 s.bggp.

Figure 11: Executing the palindrome backward and forward.







PLAY BGGPé6!!

BGGP6 runs from Oct. 18 2025 to Jan: 18 2026
All previous chcllen‘ge‘s are o‘_-p\én»“"r'his' “yedr!

Take what you've Ieorned here ond creo’re
something even weirder \ |

https:// binory~.golf/é S -

') bash six Ow.nz | bash

] e - — —:—/__> _:_/___;\\____ \

dosg,
LTF : g—( \ \\ﬁ,,/ \\,,,,/ )
AS AR :‘57/'"/—" 4 222}&239&

Bﬁﬁﬂ . '{\/\\/\| %Qi #> )




Q&A

A2

Resources from this talk are ,ofhffﬁs:/ /gi’r‘hub.éom/nefspdokylgolfclub
Email: u@nO.lol St |

Twitter. netspooky

Bsky: @vaccine ‘

Mastodon: @ne’rspooky@houn’red.compu’rer

https://binary.golf



